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Dear follow researchers,

This book containg conternporary research that
outlines and addresses sacurity, privacy challenges,
and decision-making in 1T envircnrments. It covers a
variety of subjects ralated to the following keywords:
1T, NG, sacurity, Al, deep learning, federated learning,
blockchain, privacy-preserving, intrusion detaction
systerns,  lightweight  encryption  technigues,
distributed computing  paradigms. This  book
cormpiles a collection ofthe most up-to-date research
to offer a comprehensive overview of security and
privacy-presarving approaches in 10T environ ments. It
introduces new solutions based on machineg learning
1o handle security challenges providing the fiald with
a collection of recant research not already coverad in
the primary literature,

TENTATIVE CHAPTERS

« laT and 11aT: Preliminaries and Foundations

- Decision Making in 10T Emvironments: Review,
Opportunities, and Challenges

« Security Threats, Privacy Issues, and Decision-mMak-
ing Challenges in IGT Environmeants

- Lightweight Chaos-based Security Schemes for 10T

- Decision Making and Attack Classification using
Al-based Techniques for 1oT and 16T Environrments

- Deep Learning-based Intrusion Detection Systems
far 1oT and I1GT Environrments

« Federated Learning-based Decision Making and
Anomalyintrusion Detection in 16T Emvironments

- Blockehain for Privacy-Praserved Data Sharing in laT
Ervironmments

- Privacy-Preserving Machine Leaming for Securing
1aT Ermvironments

- Modern Distributed Computing Paradigms  for
Decision Making and Security Improvernant in 1oT
and 11oT Ecosystems

- Countermeasures, Current Challenges, and Future
Research Directions in Securng loT and ST Enwvi-
ronmeants

We aim to develop an excellent monograph unique
in the fiald of 10T security, privacy-praserving, and
decision-making. Academic researchers, scientists,
and industry practitionars are invited to submit high
quality chapter proposals for this book. we look
forward to your wvaluable submissions with great
interasts.
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SUBMISSION GUIDELINES

Authors are invited to submit original
manuscripts, in English. For details on
how to prepare the manuscripts and style
files refer to the instruction page for
authors. This page also includes the |atex
macro packages and further instructions.

SUBMIT
YOUR
PAPER
HERE

Authors should submit their criginal work
that must not be submitted or currantly
under consideration for  publication
anywhera. submissions of chapters for
the book will be done to the Easychair
systern, using the submissions link

https: ffeasychalr.org/my fconference ?conf=dms
m2oz2

Any questions about this book, please feel free to
contact: whoulilo@psu.edu.sa

IMPORTANT DATES

= Full-lenigth paper submission: June 15, 2022

- Motification of first decision: July 3, 2022

- Revized chaptar submission: Septermber 30,2022
- Final decision: October 31,2022

= Camera-ready; Movarnber 30, 2022
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